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VIRGINIA DEPARTMENT OF TAXATION

Agreement Regarding The Safeguarding and Securing of Confidential State and Federal Tax Information 
To Be Signed by Each Local Employee Authorized to Access State Tax Information 
By signing this agreement, I acknowledge that I understand my duties and responsibilities regarding the safeguarding and security of confidential tax information that I will work with and/or be exposed to as part of my responsibilities as either an employee of ____________________ (locality), or in any other capacity in which I would have access to confidential tax information.    I further acknowledge and agree to follow federal and state laws and policies regarding the safeguarding of such sensitive tax information and that failure to follow such laws, policies, and related regulations could result in civil and criminal penalties as allowed by law, as well as termination of employment and other actions that would be allowed under personnel policies, rules and regulations of my employer, as well as state and federal laws, rules and regulations. 
I further acknowledge a clear understanding of the following: 

(a) Taxpayers include, but are not limited to, individuals, businesses, non-profit organizations, estates, and other entities and organizations. 

(b) Confidential taxpayer information may come from a variety of sources including, but not limited to, state records, taxpayers, taxpayers’ representatives, co-workers, and taxpayers’ friends, family members, and associates.

(c)  The general public, taxpayers, and representatives of taxpayers look to the Department of Taxation, as well as each locality, to take whatever measures may be required to protect the confidentiality of taxpayer information.

(d) Employees and representatives of this locality have a continuing responsibility to make certain that the disclosure of confidential tax information be made available only to such persons, in such manner, and for such purposes as are authorized by the Code of Virginia.
(e) Most of Virginia’s laws regarding the safeguarding of confidential state tax information can be found in Code of Virginia Sections 58.1-1, 2.2-3704, 58.1‑3, 58.1-3.1, 58.1‑204, 58.1‑209, 58.1‑3331, 58.1-524, 58.1-533, and 63.2‑1902. 
(f) A summary of Virginia’s requirements regarding the protection of confidential tax information is listed below:

1. Do not disclose confidential tax information except when specifically allowed under Virginia or federal law. Confidential tax information consists of returns and return information and includes all tax returns and attachments and all other information gathered by the Department or locality concerning a person's tax affairs. 

2. Request sufficient identification to assure yourself of the person's identity before releasing any confidential information.

3. Release confidential tax information to third parties only if in the presence of the taxpayer or if the third party has a notarized authorization or power of attorney from the taxpayer. 

4. Give confidential tax information only to an authorized co-worker or employee of the Virginia Department of Taxation if the individual has an official need to know in connection with his or her employment responsibilities. 

(g) All tax information must be kept confidential except as authorized by the Code of Virginia. Confidential information may be disclosed to an authorized third-party only upon receipt of an appropriate written request. The following summarizes which individuals or entities are authorized by the Department of Taxation to request and receive confidential state tax information by type of taxpayer:

1.
Individual Taxpayer ‑ A taxpayer's confidential state tax information may be given to that taxpayer, a third party in the presence of the taxpayer, or a third party with notarized authorization or a Power of Attorney from the taxpayer. If the return information concerns a joint or combined return, either spouse may be given information concerning the return.

2.
Corporation ‑ Information may be given to:

a) The president of the corporation; 

b) An officer or employee of the corporation who is authorized to sign tax returns for the corporation upon presentation of satisfactory evidence of such authorization; 

c) Any person designated by the Board of Directors of the corporation to receive confidential tax information upon presentation of a certified extract from the minutes of the corporation indicating such authorization; 

d) Any person presenting a properly executed power of attorney.

Note: An accountant or any attorney representing the corporate taxpayer may not obtain tax information of the corporation without notarized authorization or power of attorney from the appropriate corporate official meeting the above criteria.

If the person inquiring about a corporation is not one of those listed above, inform him or her to get written authorization from one of the individuals listed under 2(a), 2(b) or 2(c) above or offer to mail the requested information to the corporation's address of record, with a cover letter setting forth why the information is being mailed to the corporation.

3.
Virginia Pass-Through Entity‑ Confidential state tax information can be given to any person who was as owner of a Pass-Through Entity filing form 502 during the years when such returns were required. If a partner or shareholder wishes to get a copy of the return, he or she must submit a written request.

4.
Estate ‑ Confidential state tax information can be given to the executor, administrator or trustee of the estate. Any heir at law, next of kin, or beneficiary under the will may be given information if any of these individuals have a financial interest which will be affected by the information.

5.
Fiduciary ‑ Confidential state tax information can be given to any trustee. Also, information can be given to any beneficiary who can show a financial interest which will be affected by the information. The administrator, executor or trustee of the deceased's estate may be given confidential tax information of the estate.
(h) Virginia law also allows the sharing of specific taxpayer information to federal, state and local government officials if certain requirements are satisfied.
(i) Federal law also provides requirements and penalties regarding the protection of federal information.
1. 
Section 7213 (a) (2) (IRS Code). UNAUTHORIZED DISCLOSURE OF INFORMATION: (2) State and Other Employees.   It shall be unlawful for any officer, employer, or agent, or former officer, employee, or agent, of any State (as defined in section 6103(b)(5)), any local child support enforcement agency, or any educational institution willfully to disclose to any person, except as authorized in this title, any return or return information (as defined in section 6103(b)) acquired by him or another person under section (d), (l)(6), or (m)(4)(B) or section 6103.  Any violation of this paragraph shall be a felony punishable by a fine in the amount not exceeding $5,000, or imprisonment of not more that 5 years, or both, together with the costs of prosecution.

2. 
Section 6103 (IRS Code). CONFIDENTIALITY AND DISCLOSURE OF RETURNS AND RETURN INFORMATION:

Which provides in part:

“(a) General rule - Returns and return information shall be confidential, and except as authorized by this title ---


(1)  no officer or employee of the United States,


(2)  no officer or employee of any State, and local child support enforcement agency, or any local agency administering a program listed in subsection (1) (7) (D) who has or had access to return or return information under this section, and

 
(3)  no other person (or officer or employee thereof) who has or had access to return or return information under subsection (e) (1) (D) (iii), (1) (12), paragraph (2) or (4) (B) of subsection (m), or subsection (n),

shall disclose any return or return information obtained by him in any manner in connection with his service as such an officer or an employee or otherwise or under the provisions of this section.  For purposes of this subsection, the term "officer or employee" includes a former officer or employee.”
I have read the above and I understand that tax and related sensitive information that I may have access to is confidential and that it is a violation of state and/or federal laws to improperly disclose such confidential and sensitive information.  I further understand and acknowledge that my obligation to protect such taxpayer information continues even if my current employment situation changes or ends, including retirement or termination.
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